Pause before you click.

Check the message first.

URGENT!
You won!

Pause. Check. Ask for help.

TRY IT TODAY
Show a suspicious message to a trusted adult.

? Should | open a link promising an urgent prize?

[=. Do not act under pressure. Ask a trusted adult for help and verify the offer through a known
channel.

T Scammers have long used messages that imitate trusted people or organizations. Email
and text messaging brought these deceptive requests onto our screens too.

- A message says, “You won! Sign in now.” Do not open its link or send a password. Show the
message to a trusted adult.

O, A familiar logo does not prove a message is genuine. Urgency, unexpected prizes, and
requests for private information are reasons to stop and check.

® Protecting your account also protects family and classmates. Check through an official app
or a contact you already know.

@ with an adult, invent a suspicious message on paper without real links. Mark two warning
signs and practice saying, “l will check this first.”
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